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CUSTOMER DATA PROTECTION POLICY
Effective Date: 1 July 2025
1. Policy Purpose
To safeguard all customer data collected by Tunu-ApC in compliance with:

· Tanzania’s Personal Data Protection Act (2022)
· Core values of Integrity, Quality Excellence, and Customer Focus
· Ethical commitment to "Nourishing Lives, Upholding Rights"

2. Scope
Applies to:

· Data Types: Names, contacts, payment details, health data (e.g., nutrition inquiries), purchase history, and farmer-supplier information.

· Channels: Online orders, seminars, field visits, customer support, and partner collaborations.

· Personnel: All employees, contractors, and third parties handling Tunu-ApC data.



3. Data Protection Principles
A. Lawful & Transparent Collection
· Collect only essential data (e.g., for orders, nutrition workshops).

· Inform customers via:

· Privacy notices on website/forms (Swahili/English).

· Clear purpose statements (e.g., "To process your spice order").

B. Data Minimization
· Store data only as long as necessary:

· Orders: 3 years (tax compliance).

· Nutrition program participants: 5 years (research validity).

· Anonymize data for analytics (e.g., sales trends).

C. Security Safeguards
	Data Type
	Protection Measures

	Digital Data
	Encryption, password-protected systems, annual cybersecurity audits.

	Physical Records
	Locked cabinets, access logs, secure disposal (shredding).


D. Third-Party Sharing
· Suppliers/partners must sign data agreements mirroring this policy.

· Prohibit cross-border transfers without Tanzania Data Commission approval.

E. Customer Rights
Customers may:

· Access their data free of charge.

· Request correction/deletion (unless legal exception).

· Opt out of marketing (e.g., nutrition workshop invites).



4. Roles & Responsibilities
· All Employees:

· Complete annual data protection training.

· Report breaches immediately via compliance@tunuagriproducts.co.tz.

· Data Protection Officer (DPO):

· Monitors compliance (appointed by CEO).

· Conducts quarterly risk assessments.

· IT Team:

· Implements firewalls, encryption, and access controls.



5. Breach Response Protocol
1. Contain: Isolate affected systems.

2. Assess: Determine impacted customers/data types.

3. Notify:

a. Tanzania Data Commission within 72 hours.

b. Customers if high risk (e.g., financial/health data exposed).

4. Remediate: Update security measures post-investigation.



6. Policy Enforcement
· Violations: Disciplinary action (suspension to termination).

· Audits: Biannual reviews by Compliance Team.

· Continuous Improvement: Policy updated annually or after major incidents.



Signed:
Dr. Domina Esther Mbela Nkuba (PhD)
CEO, Tunu Agriproducts and Consultancy Ltd.

Contact:
info@tunuagriproducts.co.tz | +255 742 479 604
Mustafa Street, Tarimo Road, P.O. Box 39844, Dar es Salaam, Tanzania

"Safeguarding Trust, One Byte at a Time"
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